SECURITY STATEMENT FOR MOH IT SYSTEMS (sample)
SCOPE
The scope of this statement includes all the software, data, hardware and other artefacts, users, and administrators and external support related to the MOH systems.
Principles 
Security practice and policy shall be aligned with (eg) the Data Protection Act of 2012, the National ICT Policy of 2013 and the National eHealth policy of the MOH.

The Chief Information Security Officer (CISO) shall be responsible for the operationalising of these guidelines and report directly to the CIO.
Commitments
The IT department shall be committed to the achievement of availability and scalability of the system within target boundaries determined by the system owners.  

Efficient, well maintained and monitored infrastructure is key to the reliable and scalable access to the system by its users throughout the country.

Data held within MOH systems shall be classified and access to that data governed according to a written access policy which respects that classification.

All users of MOH systems are obligated to respect and protect confidential data, and to follow the MOH Data Classification Policy.

All MOH systems (hard, soft and virtual), backup sites, training sites, staging sites etc shall be under the control of the MOH.

All persons interacting with the system and its data shall be subject to acceptable use policy and/or non-disclosure agreements as appropriate.

The IT department is committed to the automated monitoring as well as routine human audit processes to safeguard the security of the system and its data.

The IT department is committed to the management of risks associated with the application in a formal and auditable process.

The IT department is committed to producing, routinely testing and refining a Disaster Recovery Plan for the system.

All users of MOH systems shall be mindful that the data is managed, governed and held in trust by them on behalf of the citizens of XXX.  Breach of these guidelines may be punishable by law.

The CISO shall be responsible for the formation of a standing committee on information security with representatives from different departments responsible for development, maintenance and dissemination of detailed security policy.

Signed: …............................................. (Director General, MOH)

Date: ….................................................
